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Most Revolutions Take Time!
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Expectations

Emerging Technology Hype Cycle

: 4 Autonomaus Vehicles
Advanced Analytics With = |_|— Intarmet of Things

Seli-Service Delivery
."" Speech-to-Speech Transkation
Machine Learning

Smart Advisors @

Micro Data Centers
Digital Dexterity
Software-Defined Security ()

Neurobusiness @
Citizen Data Science @
Biochips ..
IaT Platform @
Connected Home @
Affective Computing i
Smart Robots .
3D Bioprinting Systems g
for Organ Transplant ,.
Volumetric Displays @
Human Augmentation @
Brain-Computer Interface

CQuantum Computing .

@ Bicacoustic Sensing

.' Pecple-Literate Technology
@ Digital Security
@ virtual Personal Assistants

/ Smart Dust
Innovation Paaaf
Triaqer Inflated
99 Expectations
Years to mainstream adoption:
@ less than 2 years @ 2to5 years

@ Wearables
L]
@ Cryptocurrencies

@ Consumer 30 Printing
& Matural-Language Cluestion Answering

@ Hybrid Cloud Computing

/ » Enterprise 30 Printing

~ »
.. L Gesture Control

L virtual Realit
.—// |_ .

Autonomous Field Vehicles
|— Cryptocurrency Exchange

@ Augmented Reality

As of July 2015

Trough of Slope of Plateau of
Disillusionment Enlightenment Productivity
; |
Time
@ 5to 10 years @ more than 10 years 29 obsolete before plateau MANAGEMENT
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All = Currencies « Assets ~

“# Name

1 © Bitcoin

2 & Ethersum

3 = Dash

4 @ Monero

5 +& Ripple

6 O Litecoin

7 & Ethereum Classic

8 W NEM

8 & Augur

10 9 MaidSafeCoin

11 @ Zcash

Market Cap

$17,276,000,748

$3,911,716,575

$737,318,538

$308,246,822

$255,537,205

$201,688,551

§174,356,953

$141,027,300

$93,550,820

£81,085,173

565,782,375

$1064.62

$43.49

$102.73

§21.78

£0.006844

54.01

§1.94

£0.015670

£8.50

£0.179173

§r2.38

eting Standards

Circulating Supply

16,227,387 BTC

89,950,574 ETH

7,176,897 DASH

14,150,733 XMR

37,338,114,912 XRP *

50,274,832 LTC

89,910,404 ETC

8,090,990,999 XEM *

11,000,000 REP *

452,552,412 MAID *

908,869 ZEC

Volume (24h)

$281,458,000

$146,900,000

$28,240,300

$12,458,000

$3,784,600

$3.307,850

6,262,140

$2,243 740

$1,058,600

$694,118

$7,652,250

Bitcain, 72.33% -,

\'.

“—— Other, 4.88%

™ .

. i I_EI.‘HEFEUIT] Classic,
~, = Litecoin, 0.B2%
" Ripple, 1.06%

“ Monerg, 1.28%
- Dash, 2.96%

- Ethereum, 15.94%
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—ven Within the Same Cryptocurrency,
Competing Standards

Bitcoin Prepares For an Ugly Breakup

Mar 19, 2017 ﬂ u l:l
On Friday, a group of major cryptocurrency exchanges announced their

planned response to the split of bitcoin into two separate pools of currency and
processing power. That event, known as a "hard fork,” is viewed as increasingly

likely among bitcoin leaders, as a years-long debate about the nebmc kc h a i

technical limitations and broader vision comes to a head.

The marketplaces, including marquee portals BitStamp and Kraken, said on
Friday that if a hard fork oceurs, they will let users trade bath conventional
bitcoin, and any alternate version that emerges. The most likely bitcoin spinoff

is known as Bitcoin Unlimited, which the world's largest bitcoin server group, M k t D H
or “mining pool,” recently announced it would back, a r e e S I g n

(rer Dhata Sheet, Fortune's technology newsletter.

o n * Transactions per second versus security
Bitcoin has been pushed to the verge of this split by a years-long debate about i
what's known as block size, Under bitcoin's existing code, there's a tight limit (happe ni n'g now! )

on the amount of data that can be included in a batch of transactions, and as
the network has grown in popularity, that limit has slowed the processing of

payments. Moves that once took seconds to clear can now take hours, and all * Decentralization versus com P llance

players seem to agree that some sort of change is necessary.

But there are competing visions about any fix's goals and methods. One bitcoin . D eg reg Df pranC'}f
entrepreneur has summarized the divide as between a Bitcoin Unlimited

contingent updating bitcoin to support many small transactions, and a Bitcoin MI I

E:m.t cadre who believe in smaller changes, fewer transactions, and more MANAGEMENT
stability. SLOAN SCHOOL



Battle for the Standard
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Entrepreneurial Experimentation

. -
{
_— f
pe. Micropayments :
e Two-way Peg J
== \ y
~—8)—
o B

=

Sidechain

Sidechain Extensions:

O MNative asset issuance
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1.5BinVC
Investment I

B: CBINSIGHTS

Most Well-Funded Global Bitcoin & Blockchain Startups
2012 - 2017YTD (1/30/2017)

Rank Company Total Funding (SM)
1 Circle Internet Financial g 136
2 Coinbase $ 117
3 21 Inc 5 116
4 Ripple $ 94
5 BitFury Group L] g0
6 Blockstream 8 76
7 Digital Asset Holdings ] 67
B Chain 5 44 er

MﬂN.ﬂGEMENT
9 Aapo 5 40 SLOAN SCHOOL



Where is the Breakthrough?

Top Hash

H.aih o
Hash 1

hash(
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The Blockchain
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Transaction 2
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2 1st Block Hash
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The Blockchain

L
= %

'resource_ig

»
if ( :$:thi5':"'”-‘lﬂ_ﬂxiﬂtﬂ $resource d
if ( $access mm fa -

// Remove the rule as there
$details['accen:'] m l$acces

$this-> sql ->deletel ‘acl_ru
} else {

/ Update the rule with the
$this=>_sql-supdatel ‘acl_ru

Computer
Science

Economics and
Market Design
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Economists Like to Think of

Technology Changes in Terms of Costs...



A Reduction in Two Key Costs

1. Cost of Verification 2. Cost of Networking
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1. Costless Verification

Transaction Actions are Problem
is born performed may arise
{o {1 Ih
Attributes Reliance Verification
e.qg., existence, timestamp, parties | —» on transaction “nid of attributes
involved, conflict resolution rules, : : L

collateral etc. attributes Is required

—T —

costly verification through an intermediary (audit)

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

"
|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||
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Information Leakage

Transaction Actions are Problem
is born performed may arise
{o {1 Ih
Attributes Reliance Verification
9.9., exislence. Umestamp, parles| —»| o tfransaction of attributes
involved, conflict resolution rules, : : J

collateral etc. attributes Is required

— —

costly verification through an intermediary (audit)

iiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiii

"
|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||

MIT

MAMAGEMENT

SLOAN SCHOOL



Information Leakage

World's Biggest Data Breaches

Selected losses greater than 30,000 records
{updated Sth Jan 2007}

BUBBLE COLOUR 'm|m EETIRR Tl i OF RECORDS STOLEN JRear]




Data Integrity Through
Costless Verification
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2. Cost of Networking

* One could argue that we
had the ability to
crowdsource ideas, labor,
capital, and other
resources for some time...

 However current solutions
rely on traditional
iIntermediaries (typically
platforms) to aggregate the
intentions of the crowd,
source expertise,
redistribute returns MT

MANAGEMENT
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2. Cost of Networking

* The architectural change brought by
cryptocurrencies is tied to their use of
a native token to incentivize the
growth, operations, and securing of a
network

* “We show that architectural
innovations destroy the usefulness
of the architectural knowledge of
established firms, and that since Core Concepts
architectural knowledge tends to e i

become embedded in the structure .

" . v E  Unchanged Inmm-ﬂ_nta] Modular
and information-processing §% ianovation innovatin
procedures of established Eé
organizations, this destruction is i | |
difficult for firms to recognize and 35 e novaion onavatin
hard to correct’

- Rebecca Henderson and Kim Clark Henderson, R. M.; Clark, K. B., ASQ (1990) Architectural

Innovation: The Reconfiguration Of Existing Product
Technologies and the Failure of Established Firms
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2. Cost of Networking

Traditional networks (and platforms)
rely on trusted nodes, reputation
systems

- e.9. SWIFT, ACH, Uber, Airbnb

These nodes are costly to
maintain, often labor intensive

A cryptocurrency allows you to
bootstrap an ecosystem without
trusted nodes

- €.g. in Bitcoin use PoW to provide
incentives for maintaining and
updating a shared ledger

The role of internet-level consensus

Core Concepts
Reinforced Overturned

2 Incremantal Modul
2 & Unchangad _ ular
5 = Innowvation Innovation
e
S
22
ga
E B
E2  Changed Architectural Radical
-5 Innovation Innovation

Henderson, R. M.; Clark, K. B., ASQ (1990) Architectural
Innovation: The Reconfiguration Of Existing Product
Technologies and the Failure of Established Firms
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2. Cost of Networking

Trustees
il i,
Investment Manager "'!'ll ﬁ Insurance Companies
il . . 1 o
i, 5 i,
Stock Exchanges |1 111} Goverment Institutions
Corpo TITE ‘.ﬁlh TIM Market Data Provider
SWIFT
L
e, i,
Transfer Ag i - Sl « JII] Settlement System:
- .
B Clearing Syst
ker - dealers 1111 il
i, i - .
Dep 11— 1] Payment Syst
Bancos

Cost of vetting and
maintaining the integrity
of the nodes

B

| & |
B B
S < |

B

B
| & |
B
® —
E @
| & | =

Cost of computation
(sunk commitment to the
shared ledger)



2. Cost of Networking

Trustees
il il
Investment Manager '-I"'ll ﬁ Iy Comp
; il . . 1
i . . .
Stock Exchanges |1 i Goverment Institutions
Corporativos TITE j"‘ﬁﬁ.‘l TIT Market Data Provider
SWIFT
"\ 1 [/
. . : . .
Transfer Agents  JIIJ - N2 . TN settlement System
. .. N
Broker - dealers |11 11 Clearing Systems
- .
"" - - I I
Depositonies 1] 111} Payment Systems
Bancos

Security through trusted
intermediaries / fiat.

Typically fast (e.g. VISA)

MIT

MA NAGEME NT
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| & |
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| & |

B

| & |
| & | >

Security through protocol
design, game theory.
Currently slow (e.g. BTC)



Trustees
il i,
Investment Manager '-I"'ll ﬁ Insurance Comp
il . : 1 ‘
i, ; i,
Stock Exchanges |1 i Goverment Institutions
Cory TIT ‘.rﬁl%‘ TIT) Market Data Provide
SWIFT
W\ L[
. N . .
Transfer Agen "" . s s "" Settlement Systems
. . N
Broker - dealers |11 11 Clearing Systems
. i,
"" . . . I I
Dep 1] 111} Payment Systems
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2. Cost of Networking

Ownership of the assets
resides with the nodes,
nodes certify txs

| & |

£3

B
8 | & |
| & | B
._ | & |
D @
@ e e
=

Ownership of the assets
resides with the users,
No censorship



Investment Manager

Stock Exchanges ""

Corporativos TITE
.
Transfer Agen ""
-

Innovation requires
approval (compliance)

2. Cost of Networking

[TITRTIT ~
"“ --I-ll —— "" Insurance Companies E
L} l-_‘ n

"" Goverment Institutio _ Bﬂ" B
. o - '\\‘-;i;l Il‘h-_.:-;?l
‘.ﬁlh TIT) Market Data Provider D D
SWIFT
L W,

..
SN "" Settlement Systems

B

_—

11 Clearing Systems -
L]
- . - |
ayment aystems

B
| & |
Ld
@ |

Permissionless
innovation (no compliance)

MIT

MA NAGEME N'I'
SLOMM HOO



MIT

2. Cost of Networking

Truste
-8 il
Investment Managers —m I—“ S Insurance Companies
i . 11| ;
O i .
Stock Exchanges  |]]1 1]
— 1 L ! 5 —
Corporativos TITE ) ‘.ﬁla&‘ i 171
SWIFT
AL/
e i,
Transfer Agents "” . s N, "" Settlement System:
i . . N
Broker - dealers 1111 il
il
"" i . "
Depositories 1]] 111} Payment Systems
Bancos

Trusted intermediaries

retain market power
(e.g. payment rails,
reputation scores etc)

Goverment Institulions

) IIII Market Data Provide:

Clearing Systems

B .

_

B
J:lB 3
3 e
B D
O ®
| & |
Trusted intermediaries need

to add value through

market design layer
(e.g. curation)

B
| & |
\]_?./.
| & |



Economic Impact

1. Cost of Verification 2. Cost of Networking

- L ]
o »

Incremental innovation Architectural innovation

* More verification! * Increased competition
(e.g. payment and settlement rails,

* Data integrity from reputation systems)

the ground up
* |ntermediaries can still add value

* Privacy vs customization through market design layer

Economies of scale + New ecosystems
(e.g. permissionless ones) MIT

MANAGEMENT
SLOAM SCHOOL



A New Organizational Form?

“These operations are often extremely
costly, sufficiently costly at any rate to
prevent many transactions that would be
carried out in a world in which the pricing
system worked without cost”

- Nobel laureate Ronald Coase (1960)

* Decentralized and incentives-driven like a spot market

* Can replicate the complex forms of governance that
take place within a traditional corporation
MIT

MANAGEMENT
SLOAMN SCHOOL



A New Organizational Form?

“If we possess all the relevant information, if
we can start out from a given system of
preferences, and if we command complete
knowledge of available means, the problem
which remains is purely one of logic.”

- Hayek (1945)

A novel approach to value creation and value capture

Intermediaries will still add substantial value to markets, but the
nature of intermediation will change

Economies of scale in matching demand and supply of labor,
capital and ideas

MIT

Lower infrastructure costs than incumbents? MANAGEMENT



Applications?



|dentity & Privacy

Here’s The Thing
With Ad Blockers

New Business
Models

‘Want this document certified by a decentralized proof of existence?

IP & Smart
Contracts

New Types of
Platforms

loT, Al
Robotics
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Central Banks

= FINANCIAL TIMES myFT

MEMLI

Blockchain 4+ AddtomyFT Nev dth
Central banks explore blockchain to create digital currencies

Trailblazers including UK, Russia, China seek to cash in on bitcoin breakthrough
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€ vigital Asset

BUSINESS

Join the Global APPLICATIONS

ASSET SPECIFIC, BEHAVIOR

Settlement Network o Rt o

Instant, certain, low-cost international payments

Market Participant Market Operator Market Participant
— EX, Mic IOpaymenT |
wo-way Peg
Message Adapter
Message Adapter | o= = =1 Message Adapter
; 5 W - Bespoke Message
] Bespoke Interpretation Bespoke
F % 4 | Interpretation Interpretation
Blockchain Sid A /_1_\ ; /’_t_\
']
Database Database Database
— Operaticnal — Operational \"“————ﬁ"""
Participant’s Reconciliation Ooerator’s Reconciliation Participant’s

Ledger View Ledger View Ledger View
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> v| 24 HOURS
“— CASH POINT

DEPOSIT

Fund your wallat with your
baﬂh: e mrl by E

visiting an Abra Teller in your

area. Matia Narez 5
okl e avaaspis
Freai L 100 Miveras
For 300, You will ey 13 les
SEND 5 -
Use the Abra app io send or - i e
recene mandy workdwide with .
no lees. Buy things online - —
wherever Abra is accepted, . [-!J' o
&
"
¥ i
WITHDRAW ™ e '
Use the app 1o transfer funds . o iy, o
to your bank account, or find a A : #f‘..
nearby Teller to get cash. ) .
Beg for grocery money in ¥ i =
Eﬂ'lﬂ;ll. 1 F
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Micropayments

 brave user paths Block N Publishers

Fas!, minimal and Ad share is Via Brave ad share
more ralevant ads : :

MO tracking

Bra"h"e ACIS Andy eams 15% i -
donating ad share | .
L ——— .
i
Brave Ads . L
keeping ad share | o
Cathy contributes e
rather than aarning =..'...':
1 ( v dona
{ jg— i ;
& F ] !{ i
- L]
David :
LA neiinver T Fi
nor contnout

Your personal data is aly

WS eNCrypied and ony acces sible on your device MNe
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Crowdsourcing

2 tasks offering 35.50

£ tasks affering $5.50

Q Beuin Dean

lob opportunity at a virtual
reality startup

e |
m\‘
e 21 Inc

Do you own a woice-controlled

home assistant?

{"_"\

|

Answer paid messages
on mobile and web

Earn money while waiting in line for a coffee,
during your morning commute, or when you're

bored at work.

You get paid in bitcoin, so it works in any

country.

#  [Download on the

App Store " Goc;gle Play



|[dentity and Privacy

$10 Million Settlement in Target Data Breach Gets Preliminary Approval

By HIROKD TABUCHE  MARTH 19, 3015

A frderal judge on Thursday gave preliminary

= approval to & §10 million s mient of & lawswit
brought by customers of T which

Ei experieneed an online attack imvalving
(nal a] customer data during the holiday

W Tw A 013,

- According to docomenis filed with the United
States District Court in Minnesota this month,

- .hl*'.l|.'r¢|:\-.1.|".’t‘l.L1d by the besach could be

awarded up to $10,000 cach in damages, The
settlement inchades a draft of the form victims
nplete to make claims, processed
through a dedicated website.

TEVLESE 01

Customers may still

e objections to the terms
of the propossd settbement, but Jodgpe Paul A
Magnuson set A final hearing on the setthement
for Nov. 1.

Molly Sevder, 8 Target spokeswoman, sxld, "We are pleassd to soe the
process moving forward and look forwamnd to its resolution.™ The pending
settlerment was first reparted by CHNBC
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(d) serial number

rt = Merce-[ee rood

CE = ogin commitment

en = senia number

v = goin vale
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P = send number rand
(apyPkone) = oddress public key

(B Kone) = oddress secret key
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How Costless Verification Allows

for Data Integrity and

Privacy

QN COOGLE DEEPMIND'S UNTRENDY

ACTUALLY USEFUL

PLAY TO MAKE THE BLOCKCHAIN

MANAGEMENT
CLOAM SCHOOL



Smart Contracts

SMART TERM 1

Paymant  with Escrow H

IF payment to (& catalini

15 1 USD in Bitcoin

BY Smart Tesrn 1's expiration date 08/247201513:52 GMT

THENM Srnart Terrm 1 i COMPLETED
AND & recorded as completed n the blockchain, making a Secure eoond of werified performance

RELEASING an escrow af D Biteoin TO | 5 £ or 8 .

OTHERWISE Smart Term 1 s FAILED
AND s recorded as faded in the blockchain, making a secure record of verified performance

RELEASING an gscrow of 0 Bitcoin TO | 2, i ' '

SMART TERM 1 ESCROW

14 50HGMDEAWLSMRcCKuDdedNhmMNOvM

SMART TERM 1

Paymant | with Escrow B

IF thet cliarreiain

HAS a ranking batween position and

FOR the koy phrase

ON | google.com E

BY Smarl Term 1°8 expiration data GMT

THEM Zrman Term f = COMPLETED
AND i recorded a8 completed in ihe bleckchain, making A sacund recond of verified parformancs

RELEAZIMNG an escrow of O Bicoin TO

MIT

MANAGEMENT
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Provenance = -

Welcome to the digital vault
of the future. Deal B%k

s 2 global startup that uses the best of emerging Blockchain: A Better Way to Track
icluding blockchain, smart contracts and :
ncluding blockchain, smart contracts and Pork Chops, Bonds, Bad Peanut Butter?

reduction of risk and fraud for banks, insurers it open
By MATHANIEL POPPER axd STEVELOHR  ALASCH 4, 2047 0 o a o
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Provenance -

I'VE BEEN GIVING YOU I SATD

TH;E‘&;E L{;S’H p&“ INCORRECT DATA FOR WHAT?  THE DATA
ME IS CORRECT? YEARS. THIS IS THE FIRST IS TOTALLY

' TIME YOUVE ASKED. ACCURATE.

N

[U

Dilbert.com DilbertCartoonist@gmail.com

5-7-14 =2014 Scott Adams, Inc. /Dist. by Uninversal Uchck

The immutability offered by a blockchain is only useful
If the original information entered on it is accurate!



Intellectual Property and
Digital Rights Management

Want this document certified by a decentralized proof of existence?
Wa can embed the documant’s diigeat In ths biockohan for poul

¥ou'l nend to pay 8 mBTC %o do so, requined by our embadding aigorithm, and you are also invited 10 1ip
Les wth \wihaliswer viaiue you Snd apDrepane. Plaase pay 1o tha fohowing address

Plaase sand 5 mBTC oF mas 10

1T HIENY ZERCTT g1 Prpl 2GS Tmyodc

Waiting for paymen... tha Dage will redresh
Eiormatically wihin & peEyTTen IS raosaa.

ascribe’

Lock in attribution, securely share and trace
where your digital work spreads.
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THE WALL STREET JOURNAL.

A Bitcoin Technology Gets
Nasdaq Test

Pilot to take place in fledgling Masdaq Private Market

& Py dag i bigEin,
= o way bo mensge pre-E0 trading among private companies. Phator Gel

By BRADLEY HOPE And MICHAEL ). CASEY
Moy 10, 2035

16 COMMENTS

Masdag OMX Group Inc. is testing a new use of the technology that underpins
the digital currency bitcoin, in a bid to transform the trading of shares in
privale companies,

h
LA Da,

Eﬂm_;j]
+10.65

¥ Nasdaq

Dec 30, 2015
4 Previous Release | Next Release » A R

NASDAQ LINQ ENABLES FIRST-EVER PRIVATE
SECURITIES ISSUANCE DOCUMENTED WITH
BLOCKCHAIN TECHNOLOGY

Transaction by Chain.com Marks Significant 'Proof of Concept’ and Major Step Forward in Use of
Blockchain

Blockchain Holds Potential for 89% Reduced Sefflement Time and Risk Exposure in Capital Markets

MEW YORK, Dec. 30, 2015 (GLOBE NEWSWIRE) — Masdaag (Masdag:NDAQ) today announced that
an issuer was able to use its Masdag Ling blockchain ledger technology to successfully complete and
record a private securities transaction - the first of its kind using blockchain technology. Chain.com,
an inaugural Nasdaq Ling client and blockchain developer, documented its issuance of shares to a
private investor using Masdag's blockchain-enabled technology. This transaction represents a major
advance in the application of blockchain technology for private companies.
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~rom Digital Assets...

: if tx.value < block.basefee = 200:
: stop
: if contract.storage[tx.data(@]] or tx.data[@] < 100:
: stop
f contract.storage(tx.data(@]] = tx.data[l]
‘ hnamecoin Home Video Ewchanges Download Fo

ICANN
: Decentralize

all the things!
n e two rl( Namecoin is a decentralized open source in

registration and transfer system based on th

: cryptocurrency.

E What does it do? What can it be used fc

3 = Securely record and transfer arbitrary names * Protect free-speech rigk
{keys). the web mare resistant |

. = Attach a value (data) to the names = Access websites using tl
{up to 520 bytes, more in the future). TLS/55L)
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TECHNOLOGY

Internet Attack Disrupts Major Websites

By NICOLE PERLROTH (T 21, 2016

0000 ||

A map of the areas experiencing problems, as of Friday afternoon, accond

MIT

MANAGEMENT

SLOAN SCHOOL

Blog Mawslattar Baoks Esgays Maws Acadamic About Ma

Blog >

Someone Is Learning How to Take Down the Internet

Owvar the pasl year or two, someone has bean probing the defenses of the companias that run critical
pieces of the Interneat. Thase probes 1ake the form of precisely calibrated attacks designed to
determine exactly how well these companies can defend themsealves, and what would be required to
take them down. We don't know who is doing this, but it feels like a large nation state, China or
Russia would ba my first guasses,

First, a litthe background, If you wani 10 take a network off the Internet, the easies! way to do it ig with
a distributed denial-of-service attack (DDoS). Like the name says, this is an altack designed 1o
pravant legitimate users from gedting to the site. Thera are subtletias, but basically it means blasting
50 much data at the site that it's owerwhelmed. These attacks are not new: hackers do this to sites
they don't like, and criminals have done i as a method of extortion. There is an entire indwstry, with an
arsenal of lechnologies, devoled to DDoS delense. Bul largely it's a matier of bandwidth, If the
attacker has a bigger fire hose of data than the datander has, the atlacker wins.

HBCH'ﬂl'g'. some of the major companies that provide the basic infrastructure that makes the Intenmet
work have sean an increase in DDoS altacks against them. Moreoves, they have seen a certain
profile of attacks. These attacks are significantly larger than the ones they're usad lo seaing. Thay last
longer. Theyre mose sophisticated. And they look like probing. One weelk, the attack would start at a
particular level of attack and slowly ramp up belore stopping. The next week, it would start at that
higher paint and continue, And so on, along those ines, as il the attacker wers looking Tor the exact
paint of failure.

The attacks are also configured in such a way as lo see whal the company's tolal defenses are
Thera are many ditferant ways 1o launch a DDoS attack. The more attack wveclors you amplay
simultanaously, the more different defenses the defender has to counter with. These companies ara
geeing more attacks using three or four different veciors. This means that the companies have (o use
evieryhing they've got o delend themselves, They can't hotd anything back, They're torced to
demonstrate their delense capabilities for the attacker.

Powared by DuckDuckGo

©blog  essays  whole site

O
SIEEL

About Bruce Schnaler

Fym bagn writing about secusity issuas on
my blog since 2004, and in my menthly
mewiletier sinca 1098, | write books,
articlas, and academic papars. Currantly,
I'm the Chied Technology Oflicer ol
Aesiient, an IBM Company, & falow at
Harvard's Barkman Cantar, and a board
member al EFF.
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Amazon’s $150 Million Typols
a Lightning Rod for a Big
Cloud Problem

A botched command inadvertently took down swaths
of the Web, but it only serves to reveal that centralized
Web services need to be built more robustly.

by Jamie Condliffe March3,2017
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. BLOCKSTACK Intro

Docs

Blog Papers Videos

Build on the New Internet

Build decentralized, server-less Bpps where users

control their data.

Join the Community
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Install the Software

HTTP is inefficient and expensive

HTTP downloads a file from a single computer at a time, instead of
getting pieces from multiple computers simultaneously. With video

delivery, a P2P approach could save 60% in bandwidth costs,

IPFS makes it possible to distribute high volumes of data with high

efficiency. And zero duplication means savings in storage.



...to Physical Assets

. Filecoin

Filecoin

> © ¢
Nl

store files Exchange
transact
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...Or Sensors

Sensor21: Earn bitcoin by collecting
environmental data

By Tyler Pate, Jeremy Kun, and Balaji S. Srinivasan

SENSOR21

EARN BITCOIN BY COLLECTING ENVIRONMENTAL DATA
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Internet of Things, Robotics, Al

Registration  Authentication  Contract to barter Checklist for

of new of remote power with other automobile
device users appliances safety
* + A *
% / %
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The Firm as a Nexus of Contracts

@ NUMERA

T

Y
A new kind of hedge fund built by a network of data scientists.

New video: Introducing Numeraire |

—_— —
T MODEL PANK  DATA SCIENTIST CARELD ikl CAREER LSO NMARATE S0 RATE LDCLDES
1 L MR M&,192.51 £15,41&685 H216,000 Hh,mﬂﬁ 1]
| DATA_SCIENCE_MACHINE NG54 FACE.TT HO0 16 S22.704.00 Qs
3 0 IHUISTHEBEST H0.00 5385 HEL 708 £13,658.00 osa2
b £ HENRYWANGT M1,065.13 1381 W38 172 $5.550.00 st
5 B NaapusD 000 S50 T HIRARG $7.212.00 Qe

Figure 1: An owverfitting curve
where the blue test error continues

to decrease with more submissions

from data scientists, but the error
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on new data increases. (2]




Thank You!

catalini@mit.edu
blockchain.mit.edu
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